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ABSTRACT

Industrial Control System(ICS) is a system that measures, monitors, and controls various distributed assets, and is used in
industrial facilities such as energy, chemical, transportation, water treatment, and manufacturing plants or critial infrastructure.
Because ICS system errors and interruptions can cause serious problem and asset damage, research on prevention and
minimization of security threats in industrial control systems has been carried out. Previously wireless communication was
applied in limited fields to minimize security risks, but the demand for industrial wireless communication devices is
increasing due to ease of maintenance and cost advantages. In this paper, we analyzed the security threats of industrial
wireless communication devices supporting WirelessHART and ISA100.11a. Based on the analysis results, we proposed the
security requirements for adopting and operating industrial wireless communication devices. We expect that the proposed
requirements can mitigate security threats of industrial wireless devices in ICS.
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Table 1. Attack Library of WSN
Type Title Author Year
Vulnerability Assessment of Sensor Systems(18) Andrzej Bialas 2019
Paper Assessment and enforcement of wireless sensor Lyves Bavou 2019
network-based SCADA systems security(19) M Y
Intrinsically Secure WirelessHART Field Device Networks .
) and the Industrial Internet of Things(IIoT)(20) FieldComm Group | 2017
Technical -
report iTrust, Centre for
S3-17: SUTD Security Showdown(21) Research in Cyber |[2017
Security
Conference|It WISN't me, attacking industrial wireless mesh networks(7) Erwn.q. Paternotte and 2018
Mattijs van Ommeren
IEC 62591 - Wireless communication network and
Standard communication profiles - WirelessHART, Edition. 2.0(22) 1EC 2016
A AT, FA A vEYZ W FA He= A9 o) 319 e AR 3 b e ¥
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Table 2. Physical attack of Industrial wireless
network

Security
. features
Physical attack method Wireless| ISAL00.
HART 11a
P1 Access iebug X X
Node por
capturing P9 Access bootstrap X X
loader

Security
. features
Physical attack method Wireloss| ISAL00.
HART 1la
P3 Flash memory X X
dump
Imperso | P4 False node Join Join
nation Node replication . .
attack | P attack Join Join
P6 Power analysis X X
Side attack
channel P7 Electromagnetic X %
attack attack
P8 | Timing attack X X
Service | pg Node X X
interrup destruction
tion |P10| Node outage X X

422 ~TEQo] 24

Az e FAL Wy 2HEZ5(Buffer
overflow), "lI7% 487k (Unvalidated input),
74 Al (Race condltlon A Al (Access
control), #x¥ H<st 7% AAH(Incorrectly
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Table 3. Software attack of Industrial wireless
network

Security
features
Software attack method Wireloss ISAT00.
HART 11a
Stack
Buffer S1 corruption X X
overflow 99 Heag X X
corruption
93 Mahc.lous field X X
input
Unvalida Malicious
ted input S4 | command line X X
input
S5 | Malicious file X X
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A8 1 55}
Security
features
Software attack method Wireloss| ISAL00.
HART 1la
input
Received
S6 untrusted X X
network data
97 Time of check
R(‘;i‘? to time of use
conaiiion 'ag T Signal handler
Access Privilege
S9 .
control escalation
Incorrectly|S10 Weak X X
. authentication
configured
security Weak
setting [S11| cryptographic X X
practices

4l #4L Wx(Tampering), A8 AX- &
A (Denial of service), =zH$-H j171’(R0uting
attack), =& (Eavesdropping) 22 EHF= 2 3}
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Table 4. Communication attack of Industrial
wireless network

Security
Communication attack features
method Wireless|ISA100.
HART 11a
C1 Spoofing MIC MIC
Join, Join,
Tampering C2| Replay attack MIC MIC
. Join, Join,
C3 | Data tampering MIC MIC

Backoff | Backoff

C4 Collisions . .
timer timer

Ch Exhaustion X X
Denial | C6 Unfairness Join Join
Of. C7 Flooding Join Join
Service
C8 | Jamming attack X X
C9 |De synchronization| MIC MIC
. Join, Join,
C10| Sinkhole attack MIC MIC
C11| Blackhole attack | Join Join
C12| Wormhole attack| dJoin Join
C13| Sybil attack Join Join
Routing |14 fselec_?’e Join | Join
attack orwarding
15| HELLO Flood 50 1 goin
attack
C16| Homing attack X X
C17| Rushing attack Join Join
Join, Join,
C18| MITM attack MIC MIC
Eavesdr|C19 Sniffing X X
opping |C20| Traffic analysis X X

V. A8 RMEMTI| Bt TALE

4R A YEY=S WirelessHART,
[SA100.11a% Aste Ak FAEA17] AF A
Hke] Wk EE EESIi). o AelA= AkdE T
ASA7VIE = AbdA A 2ol Z=8ishs A5
Hekslgdell wg3sly] $1d HeksrAke Algksla,
S ARAlo Al 2l Hel FEEAel TTAK.KO
-12.0307-part2(13), KS X IEC 62443-4-2
(14) ¢} vz 24518},
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Fig. 5. Deriving proposed security requirements

Table 5. Proposed security requirements
components
Class Components
FAU_ARP.1 Security alarms
FAU_GEN.1 Audit data generation
FAU_GEN.2 | User identity association
FAU _SAR.1 Audit review
FAU SAR.2 Restricted audit review
FAU.STG.1 Protected audit trail
FAU storage
PAU.STG.2 Guarantee§ of.a.udlt data
availability
FAU.STG.3 Action 1n. case of possible
audit data loss
FAU.STG 4 Prevention of audit data
loss
FCO FCO_NRO.1 | Selective proof of origin
FCO_NRR.1 | Selective proof of receipt
"ypt hic ki
FCS_CKM.1 Oryptographic key
generation
Cryptographic key
F KM.2
FCS CS_CKM distribution
hic ki
FCS CKM.4 Cryptograp .1c ey
destruction
FCS_COP.1 | Cryptographic Operation
FDP_ACC.1 Subset access control
FDP_ACC.2 Complete access control
FDP_DAU.1 | Basic data authentication
FDP ACF.1 Security attribute based
access control
FDP IFC.1 Subset information flow
FDP control
FDP IFF.1 | Simple security attributes
FDP_ROL.1 Basic rollback
FDP SDI.1 Stored da'ta 1'ntegr1ty
monitoring
FDP UCT.1 Basic d'ata e'xc'hange
confidentiality
FDP_UIT.1 Data exchange integrity
FIA AFL.1 Authentlcatl?n failure
handling
FIA_ATD.1 User attribute definition
FIA_SOS.1 Verification of secrets
FIA_SOS.2 | TSF generation of secrets
FIA FIA_UAU.1 | Timing of authentication
FIA UAU.3 |Unforgeable authentication
FIA UAU 4 Single-use autbentlcatlon
mechanisms
Protected authentication
FIA_UAU.7
B feedback
FIA_UID.1 Timing of identification
FMT | FMT MOF.1 | Management of security
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functions behaviour

Management of security

5.2 I EEEM HtAE H|W- 2N

FMT_MSA.1 .
attributes
FMT MSA.3 SFaFl.C aﬁtrlbute
initialization
FMT_MTD.1 | Management of TSF data
Management of limits on
FMT_MTD.2
B TSF data
FMT_REV.1 Revocation
FMT_SAE.1 |Time-limited authorization
FMT_SMR.1 Security roles
FPT FLS.1 Failure with preservation
of secure state
FPT ITA.1 .Int.er—TS}.?‘ av.alllablhty.
within availability metric
FPT ITC.1 Inter—t[‘SF confldéntllahty
during transmission
FPT ITL1 Inter—TSE .detc?ctlon of
modification
Notification of physical
FPT PHP.2
FPT - attack
FPT RCV.2 Automated recovery
FPT RPL.1 Replay detection
FPT SSP.1 Simple trusted
acknowledgement
FPT SSP.2 Mutual trusted
acknowledgement
FPT STM.1 Reliable time stamps
FPT TDC.1 Inter-TSF b'as1c TSF data
consistency
FRU_FLT.1 Degraded fault tolerant
FRU | FRU_PRS.1 |Limited priority of service
FRU_RSA.1 Maximum quotas
Basic limitation on multiple
FTA_MCS.1 .
concurrent sessions
Per user attribute
FTA MCS.2 limitation on multiple
concurrent sessions
FTA initi ;
FTA SSL.1 TSF 1n1t1at.ed session
locking
FTA_SSL.3 | TSF-initiated termination
FTA_TAH.1 TOE access history
FTA_TSE.1 |TOE session establishment
FTP FTP ITC.1 |Inter-TSF trusted channel
FTP_TRP.1 Trusted path

Aeket BekS Ak ASS Sl FuelA] ¥
NE AdS dAAAbA] Bl Wyl 35S AAEH
Hla 4 Sastot
Table 6. The relationship between security
requirements and attack threats

TTAK. | BS X
Type (Threat/KO-12.03| o B, | Susses

07-part2 4-9

P1 @) 0] O

P2 ) 0 O

P3 ) 0 O

P4 @) 0 O

. P5 @) 0 O

Physical D6 0 0 0

P7 ) 0O O

P8 @) 0 O

P9 X X X

P10 X X X

S1 A X X

S2 A X X

S3 A X X

S4 A X X

Sh O ) O

Software S6 O O 0

S7 X X X

S8 X X X

S9 X X X

S10 @) 0 O

S11 @) 0 O

C1 ) 0 O

C2 @) 0 O

C3 @) 0 O

C4 @) 0 O

C5h ) 0 O

C6 ) 0 O

C7 @) 0 0O

C8 X X X

C9 ) 0] O

Communic| C10 O O O

ation Cl11 @) 0] O

C12 ) 0 O

C13 @) 0 O

Cl4 @) 0 O

C15 @) 0 O

C16 X X O

C17 ) 0 O

C18 @) 0 O

C19 @) 0 O

C20 X X O
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Table 7. Comparison and analysis of security

FolA Ak E oS AE

Q
Aoz gl l et ote] el AA|(85),
_/’:

FA1(S6), °Fgt 21%(S10),

= ?é‘%l e}4'(26
g5 P A5 E6 S

ZdellA] AR8-aA|

=T L A% gl AL EAlg
= 5 Aokt RelQ FAlsle 7|&2e Y wekA )
cﬂ.

) EFA dgd S ddd 57 FA(C16), =Y
ks 4 (C20)ell g 138t Akt S mek
A B7F B4 e 3 el 2917] 59
Al HEA R e 913 8 7AkE o] E3kE o] 9)rt
Ho] 37 34, Edg 34 d8E T eme R
AlE FPT_ITC.1, FTP_ITC.1, FTP_TRP.1 A¥XE
ofgl 5 F7kslglth. FPTITC.1 AZYES g9}

requirements standards and suggestions

TTAK.KO-12.0307-part2

KS X IEC 62443-4-2

Suggestion

Field device with

Industrial wireless

Target calculation and All components of ICS gateways and
communication functions wireless field devices
e Fuzzing test
¢ Stress test e Security audit
* Resource availability * Communication
¢ Physical interface e L e Cryptographic support
. ¢ Identification and .
protection . . e User data protection
authentication control .
* Event response * Access control policy
. . e Use control .
¢ Security audit . . ¢ Identification and
s e System integrity ..
. . ¢ Identification and . L authentication
Classification L ¢ Data confidentiality .
authentication . * Security management
* Restricted data flow
¢ Access control « Timely response to e Management of
* Transmission data event;] P functions if TSF
protection « Resource availabilit * Protection of the TSF
¢ Stored data protection Y ¢ Resource utilization
e Security function e TOE access
management * Trusted path/channel
* State management
DIl er? Gif 52 58 64
requirements
Mitigate Physical Physical Physical
threats Software Software 4 Software
within the
Attack tree | Communication 17 Communication 17 Communication 19
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